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Abstract 

A Liquid time constant neural network-based intrusion detection sytem 

(LTCNN-IDS), is an innovative approach for optimizing the feature 

extraction process to enhance the performance of intrusion detection 

systems. To simulate the continuous-time dynamics of LTCNNs, the  authors 

combined intrinsic differential equations that regulate neuronal state 

evolution. While existing work has mostly used discrete time-based 

Recurrent neural network variations such as Long short-term memory, this 

study investigates the use of basic first-order solvers such as Euler's method, 

and the fourth order solver, the Runge-Kutta method (RK4) in the LTCNN 

architecture. The Euler method is one of the simplest and most intuitive 

method for numerically solving ordinary differential equations (ODEs). It is 

particularly useful in neural models such as LTCNNs, where the dynamics 

of neurons are described by differential equations. This allows the simulation 

of continuous-time neural dynamics in discrete-time steps, where the RK4 

solver uses a higher-order approximation of latent dynamics, resulting in 

more accurate and stable updates throughout the temporal integration. 

Including RK4 in the network architecture enables end-to-end training of 

latent ODE-based systems, combining the interpretability of dynamical 

systems with the flexibility of deep learning. The performance of the 

proposed technique is compared with that of LSTM. The results exhibited an 

accuracy exceeding 0.99. 
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INTRODUCTION 

The purpose of an Intrusion detection system (IDS) is to 

alert the systems administrator of any malicious attacks in 

the network that can aid in taking actions to alleviate risks 

and safeguard network security. Currently, researchers to 

detect malicious activities in networks utilize deep 

learning methods. Nevertheless, these models might find 

it difficult to adjust to extremely dynamic and inconsistent 

temporal patterns that define the actual network traffic. 

Background 

A recurrent neural network (RNN) is a neural network 

designed to handle sequential data by processing 

information over time. The main disadvantage of RNN is 

that they may lead to vanishing and exploding gradient 

problem with backpropagation. Long short-term memory 

(LSTM) architectures can be used to overcome these 

vanishing or exploding gradient problems where gates are 

used to memorize long-term dependencies [1]. LSTM was 

introduced in 2017 by K Greff known by the name of 

“LSTM: a space search odyssey” [2], similarly GRU was 

invented in 2018, by Guizhu Shen and others [3] for 

financial accounting issues. 

Liquid Neural Networks also referred to as LNNs 

functions on a comparable framework; however, it 

employs methods for solving Ordinary Differential 

Equations (ODE), recognized for their speed in current 

computing generation. The team at the MIT Computer 

Science and Artificial Intelligence Lab, led by Ramin 

Hasani, created liquid neural networks, that could 

significantly enhance the adaptability of AI technology 

post-training, particularly when applied to real-world 

inference tasks [4]. 

Liquid neural networks are made of Liquid time constant 

cells. LTCNN is a type of RNN designed for modelling 

complex temporal dependencies of sequential, time-series 

data through real-time adaptation of their internal 

structure. Unlike conventional RNNs such as LSTMs or 

GRUs, LTCNNs use continuous-time models with 

learnable neuronal dynamics, making them highly 

effective for irregular or asynchronous time-series data. 

The actual implementation of the LTC layer involves 

solving differential equations for state transitions using 

liquid dynamics [5]. 

To model the continuous-time behaviour of Liquid Time-

Constant Neural Networks (LTCNNs), the authors 

combine internal differential equations that dictate how 

neuron states change. Previous approaches mostly used 

LSTMs, but this study examines how to integrate basic 

first-order techniques such as Euler's method, and fourth-

order technique such as the Runge-Kutta method (RK4) 

into the LTCNN framework. The RK4 technique offers a 

more precise approximation of hidden dynamics, 

resulting in better and more dependable updates during 

the time integration process. This enhancement improves 

the modelling of long-term relationships and creates 

richer temporal representations, which are particularly 

important for time-series applications such as intrusion 

detection. By incorporating RK4 into the network 

framework, we allow for complete training of latent ODE-

based systems, merging the clarity of dynamic systems 

with the adaptability of deep learning. 

 

Highlights 

⚫ A novel Liquid neural network model 

(LTCNN-IDS) is developed to detect intrusions 

within the network. 

⚫ RK4 method of ODE solver is used for 

implementing the model. 

⚫ Compared with Euler method of ODE solvers. 

⚫ Compared with Non-ODE based LSTM 

 

Literature Survey 

Kramarczyk et al [6] introduced a different approach to 

detect intrusions in IoT-H networks. They developed 

Liquid NeorIoTic, an intrusion detection system designed 

specifically for IoT-H networks utilizing an LNN. The 

findings from their experiments indicated that the LNN 

could minimize neurons by up to 40% and epochs by up 

to 64% compared to the leading ANN and RNN models. 

 

Pendyala et.al [7] presented a model for explainable 

predictions that integrated as LTCN with symbolic 

regression to estimate link quality. This approach serves 

as an alternative to traditional methods such as RNN and 

LSTM. The authors evaluated the model and the findings 

indicated that the LTCN achieved performance levels that 

surpassed LSTM by a factor of 13. 

 

Hasani et.al [8] introduced a continuous-time neural 

network in a closed form, which consisted of Liquid 

Time-Constant (LTC) layers and was crucial for 

advancements in this field. This method simulates the 

interactions between neurons and synapses within a 

continuous time context, surpassing traditional RNNs in 

several areas, particularly in handling time series and 

irregular datasets. The author tested approach across 

various datasets for different tasks, including 

classification and prediction. The experimental findings 

indicated that the model achieved speeds that were 1-5 

times faster than the numeric solver, while maintaining 

comparable performance levels. 

 

Chen et.al [9] introduced the idea of RK-style solvers in 

different models. 

 

Kidger, P. et.al [10] exhibited the impact of the solver 

choice on the model accuracy. 

 

Material and Methods 

Liquid Time Constant Neural Network (LTCN) 

LTCN models dynamics as differential equations (ODEs), 

offers continuous time flexibility but requires numerical 

integration. 

For a generic ODE: 

dh(t) / dt = f(h(t),x(t),θ)                                  ------- (1) 

Numerical solvers such as Euler or Runge-Kutta methods 

can be used to simulate the models. 

 

Euler method of solving ODE: [11] 

According to a first-order differential equation, 

 

For the hidden state h(t), 

dht/dt=−ht+Win, xt+Wrecht+b/τ         ------- (2) 

 

Euler based update with time constant, 
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ht+1=ht+Δtτht+Win,xt+Wrecht+b    ------- (3) 

ht - hidden state at time t 

xt - input vector at time t 

Win - input weight matrix 

Wrec - Recurrent (hidden-to-hidden) weights 

b - bias vector 

tau - Time constant (controls decay rate) 

Delta t - Integration step size (e.g., 0.01) 

f(xt,ht): neural update function (e.g., a small MLP or 

linear layer)  

f(xt,ht) =  - ht + Win xt + Wrec ht + b  

 

Runge-Kutta method of solving ODE: [11] 

The 4th-order Runge-Kutta (RK4) method approximates 

h t+1  as: 

k1=fht, xt 

k2=fht+Δtk1/2,xt 

k3=fht+Δtk2/2xt 

k4=fht+Δtk3,xt 

ht+1=ht+Δt6k1+2k2+2k3+k4  ----------(4) 

This gives the final hidden state, which is then passed to 

a classifier: 

y = softmaxWout hT+b                   ---------(5) 

  

Long Short Term Memory (LSTM) 

LSTM models dicrete recurrence equations and update 

states via gates, and no ODEs. LSTM updates the cell 

state C and avoids vanishing/exploding gradients to learn 

long-term dependencies without gradient issues.  

For continuous-time systems, LTCNs replace C with 

ODE-based dynamics. 

Forget Gate: ft=σWf .ht−1,xt+bf 

it=Input Gate: σWi .ht−1,xt+bi 

Output Gate:   ot =σWo. ht−1,xt+b0 

Candidate Cell State:  gt=tanhWght−1, xt+bg 

Cell State Update:  Ct=ft⊙Ct−1+it⊙gt 

Hidden State:    ht=ot⊙tanhCt 

 

Figure 1 provides a diagrammatic representation of the 

update procedures for each of the three approaches 

(LSTM, Euler, and RK4).

 

 
Figure 1: Update steps for LSTM, Euler-based LTCNN and RK4-based LTCNN 

 

Importance of Neural Dynamics in Cyber security 

1. Comprehending Neural Dynamics 

The term neural dynamics describes how do the neural 

states change over time in a network, particularly in the 

models such as Liquid Time-Constant Neural Networks 

(LTCNNs) or Neural ODEs, which are affected by 

differential equations. These dynamics regulate 

how information flows, decays, or accumulates over time 

within a neural system. Models with neural dynamics 

continuously monitor the impact of inputs on internal 

states, in contrast to static models or those that update 

states in discrete time intervals (such as 

conventional feedforward networks or even LSTMs). 

This reflects a more realistic and responsive mechanism, 

which is particularly helpful for time-sensitive data. 

2. Application in Cybersecurity 

In the cybersecurity field, particularly in intrusion 

detection systems (IDS), the data is Time-dependent and 

sequential, Noisy and Variable, Unpredictable in terms of 

the timing and frequency of attacks. The ways in 

which neural dynamics can help are listed below: 

a. Representing Changes over Time or Modelling 

Temporal Behaviour 

Attacks such as DDoS, slow infiltration, and port 

scanning. exhibit temporal signatures. Neural dynamics 

models are able to respond adaptably to varying time 

intervals and keep or discard information according to the 

frequency or significance of input. 

b. Early Threat Detection 

Reactive security is enabled by the ability of dynamic 

systems to notice slight deviations in behavioural patterns 

that may indicate an imminent attack (e.g., several failed 

login attempts prior to a brute-force attack). 

c. Lower False Positives 

Models with neural dynamics are more effective at 

differentiating between actual threats and harmless 

anomalies, which lowers the frequency of false alerts by 

recording complicated temporal linkages. 

d. Biological Inspiration 

The manner in which neurons in the brain function over 

time serves as the foundation for LTCNNs and other 

similar models. This level of biological realism enables 

reliable pattern identification in complex and 

unpredictable circumstances, such as network traffic. 

III. Proposed Methodology 

The proposed methods Euler, RK4 were implemented in 

Python using CICIDS 2017 dataset. The CICIDS 
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2017[12] dataset contain packet flows data captured for 

one week in the form of CSV files and was used in this 

study [13]. This data underwent pre-processing, self-

assembly of model architecture, training, validation and 

testing phases and different metrics were considered for 

comparison with the baseline LSTM model. The 

flowchart for this study is shown in Figure-2. 

 

 
Figure 2: Flowchart of this study 

 

IV. Experimentation and Result Discussion 

Under data pre-processing, duplicate data elimination, 

infinity values and null data elimination, normalization, 

data balancing, data reshaping into sequences of 10 steps, 

and train-test splitting. Figure3 displays the number of 

samples obtained for this study after balancing the data. 

Then, the proposed LTCNN method was implemented 

using Euler and RK4, evaluated, and compared with the 

baseline LSTM method. 

 

 

 
Figure 3: Balanced Data Samples Considered For Experimentation 

 

Figure 4, 5, 6 shows the image graph plotting training and 

validation accuracy over epochs and training and 

validation loss over epochs for an intrusion detection 

system using the LTCNN and LSTM. The training 

accuracy is consistently high (near 1.0), indicating that the 

model fits the training data well. The validation accuracy 

also increases and reaches stability over the epochs, which 

improves generalization and ensures the reliable detection 

of network intrusions. 
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Figure 4: Euler Method 

 

 

 
Figure 5: LSTM Method 

 

 
Figure 6: RK4 Method 

 

Figure 7, 8, and 9 displays a confusion matrix in a table 

that shows the grouping model on a set of data. Each line 

of the grid addresses the genuine class of a case, and every 

section addresses the class predicted by the model. The 

inclining cells show the number of occurrences correctly 

classified, whereas the off-aslant cells show the number 

of cases that were misclassified. 
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Figure 7: Pr-f1 Curve, Roc Curve and Confusion Matrix of LSTM 

 

 
Figure 8:  Pr-f1 Curve, Roc Curve and Confusion Matrix of LTCNN Using Rk4 Method 

 

 
Figure 9:  Pr-f1 Curve, Roc Curve and Confusion Matrix of LTCNN Using Euler Method 

 

The Euler and RK4-based Liquid Time-Constant Neural 

Network (LTCNN) exhibits classification accuracy of 

99.96% and 99.95% for Euler and RK4 models. The 

LSTM model exhibits 99.9%accuracy on the CICIDS 

2017 dataset, but it has several conceptual and practical 

benefits that make it a viable alternative in certain use 

cases.  

 

Training time Comparison 

The training time and testing time for the proposed 

method and LSTM are shown in Figure 10. This 

comparison indicated important differences in model 

complexity and computational efficiency. The gated 

design of the LSTM model, which involves multiple 

internal processes such as input, forget, and output gating, 

as well as backpropagation through time, resulted in the 

training time of 173 seconds. The Euler-based LTCNN, 

which has the shortest training duration of 168 seconds, 

was able to achieve this by delivering a simple first-order 

ODE update and reducing the computational overhead per 

time step. 
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Figure 10: Training Time Comparison 

 

Although four intermediate calculations added to each 

time step, the RK4-based LTCNN had a longest training 

time of 381 seconds, which is significantly slower than 

that of LSTM, but exhibited almost similar accuracy as 

that of LSTM. The outcomes demonstrate that, among 

other continuous-time models, Euler method offer 

superior training and are well suited for real-time 

intrusion detection applications where latency or 

computing resources are scarce. 

The experimental pipeline demonstrates that the 

sequence-based deep learning models—especially ODE-

inspired architectures—provide robust and generalizable 

intrusion detection capabilities. 

 

Model Complexity: 

The LSTM model contains 38,465 trainable parameters, 

which is approximately two times higher than the Euler 

and RK4-based models (20,353 and 20,289 parameters, 

respectively). Despite this significant difference in model 

complexity, the ODE-based architectures achieve 

comparable performance, demonstrating their ability to 

capture temporal dependencies with a substantially lower 

parameter footprint efficiently. This highlights the 

suitability of ODE-inspired models for resource-

constrained intrusion detection environments. 

First, the LTCNN architecture treats neuronal dynamics as 

a continuous-time system, allowing for a more realistic 

depiction of real-world temporal processes that occur 

continuously rather than in distinct stages. The 

Cybersecurity and Network-traffic-analysis areas, where 

events and packet flows frequently occur at unpredictable 

intervals, fit nicely with this continuous-time viewpoint. 

Second, Euler and RK4-based LTCNN are more 

interpretable than LSTM. Explicit differential equations 

govern how hidden states evolve, that facilitates analysis, 

visualization, and the possibility of explaining system 

behaviour— an important trait for domains that require 

explainability such as anomaly detection and threat 

intelligence. The RK4 method also offers flexibility in 

dealing with various data granularities owing to its 

adaptive numerical accuracy and temporal resolution. 

Finally, LTCNNs can be more parameter-efficient than 

LSTMs. These models require fewer learned parameters 

because they use a structured integration scheme such as 

Euler and RK4 while yet capturing complicated temporal 

connections. In addition, the suggested approach 

produced greater raw accuracy, facilitated superior 

generalization, sometimes resulted in quicker training, 

and provided a more in-depth understanding of the 

model's inner workings. 

Therefore, in applications where trust, transparency, or 

continuous-time modelling are crucial, Euler and RK4-

based LTCNNs may be favoured because of their 

interpretable, theoretically sound, and biologically 

inspired methodology. 

 

V. Conclusion 

The research focused on using continuous-time neural 

networks, particularly Euler and Runge-Kutta (RK4) 

based models, as alternatives to traditional LSTM 

architectures for intrusion detection, using the CICIDS 

2017 dataset. Although LSTM, Euler-based LTCNN, and 

RK4-derived LTCNN shows similar and greater accuracy, 

a comparison of the time-frames used for training these 

models indicates important differences in model 

complexity and computational efficiency. The Euler 

method, which is computationally the simplest, offers the 

fastest training, whereas the RK4 method provided a 

balanced trade-off between accuracy and efficiency by 

better approximating the dynamic behaviour of the 

system. ODE-based models achieve comparable 

performance with 70% fewer parameters, making them 

computationally efficient alternatives to LSTM. Future 

work could explore hybrid designs or adaptive step-size 

solvers to enhance the performance and generalization, 

multiclass intrusion detection. 
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